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& Configure use of hardware-based encryption for removable data drives O X

E} Configure use of hardware-based encrypticn for removable data drives

Previous Setting Mext Setting

At least Windows Server 2012 or Windows 8

() Mot Cenfigured Comment:
() Enabled
(® Disabled
Supported cn:
Options:

Help:

Use BitLocker software-based encryption
when hardware encryption is not available

Restrict encryption algorithms and cipher
suites allowed for hardware-based encryption

Restrict crypte algerithms or cipher suites to the
following:

This policy setting allows you to manage BitLocker's use of
hardware-based encryption on removable data drives and specify
which encryption algorithms it can use with hardware-based
encryption. Using hardware-based encryption can improve
performance of drive operations that involve frequent reading or
writing of data to the drive.

If you enable this policy setting, you can specify additional
options that control whether BitLocker software-based encryption
is used instead of hardware-based encryption on computers that
do not support hardware-based encryption and whether you
want to restrict the encryption algorithms and cipher suites used
with hardware-based encryption.

If you disable this policy setting, BitLocker cannot use hardware-
based encryption with operating system drives and BitLocker
software-based encryption will be used by default when the drive
is encrypted.
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